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EUROCAE WG-72

- WG-72 Focus
* Primarily on information security for aircraft certification
« Expanding to other interfacing areas of relevance
e.g. ATM, Supply Chain, Ops & Biz
«  Membership
« > 200 participants

« Stakeholders from > 10 countries &
several European/international organisations
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Structure

WG-72 leadership

Chair: Cyrille Rosay (EASA)

Secretary: Clive Goodchild
(BAE Systems)

WG-72SG 2
SG Chair:
Kristof Lamont
(EUROCONTROL)

SG Secretary:
Matt Shreeve (Helios)

ED-205
Industry Editor: Patrizia
Montefusco (Leonardo)

!

SG Chair:
Judicaél Gros-Désirs
(Airbus)

SG Secretary:
Frédérique Dauvillaire
(Thales)

WG-72SG 4
SG Chair:
Peter Davis (UK CAA)
SG Secretary:

Andy Boff (Helios)

ED-XXX
Industry Editor: TBD
ED-204A

Industry Editor:

ED-201A
Industry Editor: Clive

Goodchild (BAE Systems)
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Achievements

« ED-201 AISS Framework Guidance Document
- ED-202A/D0O-326A Airworthiness Security Process Specification

« ED-203A/DO-356A Airworthiness Security Methods and
Considerations

« ED-204/D0O-355 Information Security Guidance for Continuing
Airworthiness

* ER-013 Aeronautical System Security Glossary e B

« ER-017 International Aeronautical Information
Security Mapping Summary
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Achievements

EASA NPA 2019-01

References to
« ED-202A/D0O-326A
« ED-203A/DO-356A
+ ED-204/DO-355

Terminology consistent with ER-013

European Union Aviation Safety Agency

Notice of Proposed Amendment 2019-01

Aircraft cybersecurity

BT D648

EXTCLTRE SUBMBMARY
Thae clijectree of this Notite of Proposed i [NPA) is 1o mitigate the potential eMects of cyberecunty Thieats on
safety. Such threaly could be the comegeences of ntestionsd unsathorised scty of iMerference with skcraft on-board
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condition. [$01] end the recommendations. of the Aviation Rulemaking Adwisory Committes [ARAC) reganding aircialt
wpitem information securfty/probection |ASISP)
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of prodiscti and equipment sgsnt cybersecurity threats. They are alio expected to improve harmonisabon with the
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Current activities

- ED-201A AISS Framework Guidance Document

« ED-204A/D0O-355A Information Security Guide for Continuing
Airworthiness

« ED-205 Process Specification for Security certification and
declaration of ATM/ANS ground systems

*  New ED-xxx Guidance on Security Event Management
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Future activities

» Technical Work
Programme

* Developed based on
joint EUROCAE-EASA
stakeholder workshop

» To be further developed
to cover other aviation
stakeholders and their
needs

* Foreseen future activities

Vulnerability management

Incidence response and recovery
management

Supply chain security

Forensic analyses and accident
investigation

Maintenance security
Development & production sec
Cybersecurity testing _
Risk assessment methodology

Cyber resilience requirements
EUROPEFor AVIATION
Other areas?




European Cybersecurity for Aviation Standards Coordination Group
Obijective:

Facilitate the sharing of work among the SDOs thus avoiding the risk of
overlapping developments and identify gaps

Monitor all relevant processes, resource availability and other related
risks and issues

Provide a forum to manage specific issues and resolution of conflicts

Advise the EC and other organisations on standardisation matters /
issues

International coordination

Deliverable: Standardisation Rolling Development Plan (RDPQF
EUROPEFrForAVIATION



EUROCAE Training

. in aviati - | AVIATION CYBER
Cyber threats in aviation ESSESaddraa Next dates

«  Current cyber security cwrocar] TRAINING Z50iiaeci
standards landscape

- ED-201 concepts and
methods

»  Cyber security auditing
and certification

« Airworthiness standards

« Standards for securing
operational technology S

ED-202A

- Future developments  NESswan

* 11-12 June 2019
o 24-25 September 2019

« 10-11 December 2019
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Thank you very much for your attention!

Christian Schleifer
Secretary General, EUROCAE
Phone: +33 14946 19 65 | christian.schleifer@eurocae.net
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Cyber Defence Exercises

Hannes Aparslan
Project Officer Aviation Cyber Security, European Defence Agency



EDA'S REINFORCED MISSION

} as the main instrument
for intergovernmental capability planning & prioritisation
in Europe

} as the'prime forum and coordinator
for the whole lifecycle of capability development

} as Member States’ central interface & gateway
towards EU institutions & staksholders
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WWW.eda.europa.eu
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E1l:

E2:

EU CYBRID

EU Defence Ministers, EEAS, ENISA, EE MoD in cooperation with EDA during EE
Council Presidency

Simulated attack on the EU’s military structures
“various technical problems could quickly develop into questions requiring political
guidance”

CC SDM — Comprehensive Cyber Strategic Decision Maker Cyber

Defence Exercise

E3:

Government level

Involving decision-making bodies of a nation + private sector

Separation into "standardised" teams, e.g. military & intelligence, justice, private sector
Operational Cyber Defence Exercise

Military operational planners

Multiple nations involved

e 1 . . . . . FOR
Complex military mission scenario in a cyber — contested environment EUROPErorAVIATION



Cybrid made evident the need to have political guidance for cyber
incidents due to the strategical and political matter of cyber security
and defence at the level of ministers

Cybrid achieved its goals in marking the need to increase situational
awareness, examine crisis response and guidance on strategic
communication

|dentified need to establish common understanding of cyber
threats (e.g. armed attack or not), improve approach to information
consolidation and sharing, EU-NATO and EU-NATO CCD COE
cooperation

Prove that exercises at ministerial level are needed, the format of EU
Cybrid 2017 was suitable and relevant and regular exercises must
be conducted EUROPE For AVIATION



E2: CC SDM Exercises - EVOLUTION

*  Objectives

* Improvement of the strategic decision-
making exercises concept

» Raising awareness of participants

* Educate participants on current cyber
threats

* Analyse challenges in decision making

» |ncentivise the establishment of a
national cyber decision-making exercise
series
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Groups

Phases

E2: CC SDM Exercise — STRUCTURE &
CONCEPT

M

Head Government  Military &
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Office & FA

Scene setting &
escalation

Escalation

Cyber attacks turn'y
seriously distuptive %

Intelligence

Conflict affects
Homeland

Homeland
becomes target

N Militarconflict &
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\ .\ de-escalation

Police & Justice
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Framework
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Threat vectors used

e

LIS I OO O
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DDoS, Defacements
Malware
Ransomware
SCADA attacks

Critical Information Infrastructure
Protection

Supply Chain Security
Fake News & Information Warfare
Military Cyber Defence issues
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Low Impact on MM

& personnel resources

& host nation resources for the organisation
& budget requirements
Exercises were

& authorized by & acknowledged as high
priority events at national level

& involving leadership level of national
governments
Participants were
& able to increase their awareness

& confronted with the importance of
information sharing amongst authorities
and key stakeholders

Exercise concept provides high

flexibility to be adapted to national
requirements

il

il

il

il

il

il

Revision of national cyber defence response
procedures should be investigated

Requirement to have a high-level decision-
making authority

Demand for Strategies & Rules to enable
information sharing within and outside of EU

Strategic communications & regulations for
the disclosure should be investigated

Private and public sector react differently but
cooperation was perceived positively

“To pay or not to pay” a challenging question

Regular repetitions of the exercise to identify
improvements/developments recommended
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Objectives

Integrate cyber defence consideration in
military operations planning process

Training for comprehensive Crisis
Management when facing cyber incidents

Understanding of cyber effects created by
adversaries from a defensive perspective

Demonstration of the ability of military
operational planners to analyse the cyber
dimension of a Crisis Management Operation
(CMO) scenario in depth, the precise nature of
the operational problem and the solutions

required to cope with cyber threats
EUROPEor AVIATION
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Exercise /@

Education /

Ining /

Tra

Exercises are an appropriate measure to complement
education and training

Highly flexible exercise concept that can be used
across several sectors

Transport/Aviation sector explicitly mentioned in the
NIS Directive
Operator of Essential Services & identification is national
responsibility
Exercise essential to test and improve Business
Continuity
Training concept incorporates integration of multiple
stakeholders from different nations and organisations

CIV — MIL coordination and collaboration aspects
reflected through involvement of private sector
organisations

EDA + EUROCONTROL + NEASCOG collaborate on
development of Education and Awarepgsspe o AVIATION
Programme
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Magnus Molbaek
SDM AF5 SWIM Expert
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SWIM and Cyber Security
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SWIM uses the open internet for some applications

Point-to-point security
Certificates insures identity of both parties and crypto

Not all data should be treated equally
Different levels of security for different kinds of data
Operational data used to separate aircrafts is one thing
A-CDM information is another
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NewPens
NewPens is not defence in-depth - perimeter security is inadequate

Quality of Service demand is the only requirement that can justify
NewPens

PKI

PKI helps solve some identification and authentication problems, but
does not solve authorization problems

PKI will not solve all information security challenges, PKI also brings
new vulnerabilities by itself

EUROPEFrForAVIATION
There are no (easy) techno fixes



Long traditions of sharing vulnerabilities in flight safety.

Today we are embarrassed if we have cybersecurity event
But with SWIM all share the same risks

Let’s move towards “Just Culture” and share “incidents” before they
become “accidents” to enable organisations to take appropriate
actions to mitigate shared risks

Covering all phases of development and operation
EUROPEFor AVIATION



Regulations

Aviation Security Other Domains
Cybersecurity in Aviation

=
o ICAO Annex 17 ICAO Annex 8, 10, 19, 15
© I |
v v
= EU Regulation No 300/2008 New Basic Regulation (EU 2018/1139)
2 | |
Q Implementing Reg. 2015/1998 (To be Revised) NIS Directive
= L
i @ Implementing Reg. (Horizontal Rule)
s @
5 L 4
2 National Laws not stemming from NISD National Laws
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SWIM may bring new attack vectors, but most exist already in our
existing infrastructure

A thorough analysis of potential effects of new information sharing
paradigms, like SWIM, in current and future air operations is crucial

Promote “Just Culture” in Cybersecurity

We remain 100% responsible for our own cyber security, however
we can.ease the task by exchanging cyber security related
information EUROPEFor AVIATION
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Patrick MANA
EUROCONTROL - Cyber-Security Cell Manager



No State/Stakeholder left behind

Cybersecurity services are effective
if all stakeholders adopt them, not only some.

Common Trust Framework with multiple levels
EUROPEFor AVIATION



Cyber-resilience: a change of culture

/‘ Resilience
O umbrella

Availability EUROPErorRAVIATION




Cyber-security

EUROCAE
« Standards and WG activities supporting harmonised deployment
* Anna Von Groote

«  EDA:
* Cyber Defence exercises
* Hannes ALPARSLAN

«  SDM: *-
- Deploying a common PKI and trust framework SESAR
¢ Magnus MOLBAEK
« EUROCONTROL
+ EATM-CERT and cyber-security services EATMLCERT [ ~4
- Patrick MANA g |
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Raising Senior Management awareness

earm. cesr ‘ e ‘
Lusropeiin ke Tis: Msniguarans
Cummrdtie lrmrgrre. p Bosgaree brass

EUROCONTROL
DECMA/EATM-CERT

P forerwer ThesslLarsh apa S50 201871
D IE1WTIE
araian 1.0
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Workshop & Training

EUROCONTROL ATM / Cyber Security Training (IANS)

LEX-SEC — Regulatory Framework, Oversight
« SEC-MS - Security Management Systems
« SEC-CYBER — Cyber Security (at IANS and on-site —UPP) — being updated
« SEC-CYBER-OPS - new course tested e =
« 1-day workshop for senior management under development
 ICAO course - “Management Systems”

ATM Cyber security workshop on-site:
- Done: LT, BG, FABCE, RNM, RS, LV, PL, Mo
 Future: IS, SI, ...
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Cyber-security service: credential leaks
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Cyber-security service: doc/info leaks

s

Incident reports v Last30 days v e
By Severity
B Informative
W 1/4 Minor
0 2/4 Moderate
B 3/4 Major
B 4/4 Critical
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Computer attack

. Targeting
1 Sensitive code
B Sensitive documents
W Banking information
W Credentials
B Fraud scheme
W Vulnerability
Il Malicious website(s)
B Unsecured database
W Cther



Fraudulent bank transfer
Domain name
50

| Domainname
Suspended
Suspended 29
euro-control-int.org Suspended 13
euro-control.net Suspended 8
eurocontolint.net Suspended 5
euro-control.org Suspended 3
euro-controlinc.com Suspended 2
eurocontrotint.net Suspended 2
eurocontroint.net Suspended 1
eurocontrolints.net Suspended 1

T
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Penetration test
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Sharing cyber-information

MISP

Threat Sharing

NATM-CEET
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Conclusion: towards Cyber resi"enCé =

THE MORE WE WORK TOGETHER
THE STRONGER WE WILL BE

EUROPEForRAVIATION
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