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SecRAM methodology & PJ.17-01 TRL4
Methodology & DELs

= |nthe context of SESAR2020 Cybersecurity, PJ.17-01 has been identified as prioritized solution.

= Starting from TRL4, PJ.17-01 applied the SecRAM methodology involving in the security risk
assessment other solutions (PJ.18-04).

S —— PJ.17-01 SWIM TI Purple
SecRAM 2.0 SESAR 2020 PJ.17-01 TRL4 Profile for A/G Advisory

Security A Information  Sharing -
Security Risk Assessment " s o
methodology for SESAR 2020 Report - Part lIA S I:t;‘""a' Specification

SESAR 2020 PJ.17-01 TRLA Security S
Assessment Report - Part Il me SES/ PJ.17-01 SWIM TI Purple

— * — — Profile for A/G Advisory
!g SESAR « !Q SEY . Information  Sharing -

Technical Validation Plan
TRL4

SESAR 2020 P1.17-01 TRLA Security
Assessment Report - Part IIC

TRL2 baseline
(Security risk
assessment,
TSs)

me PL17-01 SWIM T Purple
Profile for A/G Advisory
Information  Sharing -
Technical Validation
Report TRL4

me SESAR

me ssaR
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SecRAM methodology & PJ.17-01 TRL4

Identified primary asset

ID Type Within scope of security Outside Scope + Assumptions
assessment

SC#1 i Inf. exchange Aircraft control data:
Assumption is that this data will
not be transported nor affected

by SWIM J
SC#2 | Inf. exchange ATC Clearance, Instructions or SESA"? 2020 PJ.17-01TRL4

Information: Assumption is that Security Assessment

this data will not be transported Report - Part lIA

nor affected by SWIM

1
SC#3 i Inf. exchange | Advisory data !
1

SCH#4 i Inf. exchange Airline business data:
Assumption is that this data will
not be transported nor affected
by SWIM

SCH5 | Inf. exchange Aircraft maintenance data: me SESAR +

Assumption is that this data will e AL
not be transported nor affected
by SWIM

SC#6 : Inf. exchange Passenger and entertainment
data: Assumption is that this
data will not be transported nor
affected by SWIM

ID Primary Asset Type Description

PA#1 | Advisory data Information i Aeronauticaland meteorological advisory data

PJ.17-01 Open day, Leonardo Rome, Italy 4



SESAR 44’

JOINT UNDERTAKING

SecRAM methodology & PJ.17-01 TRL4

Security Assessment Report

= Supporting assets have been identified starting from end2end % ffﬁ‘\
architecture (application, SWIM-TI and network layers). @@ﬂ, y

SESAR 2020 PJ.17-01 TRLA Security
=  |mpactassessment, risk evaluation and treatment have been ST Repot - Pat

provided according to the methodology, threats catalogue and
identified assets (only SWIM-TI supporting assets). =

* Detailed results are confidential and reported in the SARPart 1B ; M[@]
and Part | | C' et mira e .'.T'.'Z‘,T,.‘,',:'

He SESAR 2020 PJ.17-01 TRLA Security
s Assessment Report - Part 1IC

me SESAR
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SecRAM methodology & PJ.17-01 TRL4

Security Controls

Starting from MSSCs SoA additional (technical) security

requirements have been provided in the TRL4 TS.
PJ.17-01 SWIM TI Purple
Profile for A/G Advisory
Information  Sharing

= Not all the identified security controls were considered subject of . Hppa—_—

technical validation activities. For instance, security controls
concerning procedures have been considered out of scope of
technical validation activities. '
me . PJ.17-01 SWIM TI Purple
e . . . . . . Profile for A/G Advisory
= Inthe TVALP specific technical validation objectives concerning the ™
. . . . Technical Validation Plan
security have been provided. In particular, only security controls TRLA
related to “Security of information in motion” (Secure access e
controls - MSSC#6.1 and Information Transfer - MSSC#9.2) and
logging and monitoring (MSSC#8.4) have been covered. -
me
PJ.17-01 SWIM TI Purple
. . . . R Profile for A/G Advisory
= Results from technical validation activities have been reported in informaton  sharng -
echnical alidation
the TVALR and they will be use during next maturity phaseto Report TRLa
improve both SARand TS.
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Overview of security controls concerning

information in transmission
Needs

SWIM Informati h i ts (IER) SWIM
nformation exchange requirements
Enabled - - ot = - _i_ j _______ Enabled
Service Logical view - SWIMiservice identification Service
Consumer I ! Provider

i The SWIM-TI provides capabilities enabling
SWIM Technical ' decoupled, interoperable, secure and reliable

information exchange.
Infrastructure [N ge . S !

Protecting the information exchange: to provide
mechanisms and design constraints aiming at
protecting “information in motion” in terms of
following ISO 25010 Security sub-characteristics:

- Integrity
- Non-repudiation
- Accountability

i - Confidentiality
" - Authenticity i
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Overview of security controls concerning

information in transmission
Technical architecture and end to end security

Table 1: Approval Status of Symmetric Algorithms Used for

Encryption and Decryption
= Cryptographic algorithms and key sizes shall comply with NIST 800- Algorithm Use
H . Restricted through 2015
131A recommendations. Two-key TDEA Encryption Disallowed after 2015
Two-key TDEA Decryption Legacy-use
Three-key TDEA Encryption and Decryption Acceptable
=  Taking into account the technical architecture (SWIM-TI layer SKIPJACK Encryption Disallowed
. . oL - . . SKIPJACK Decryption Legacy-use
intermediary nodes) it is needed to complement point to point ATS 198 Becyotion si Docegpinn Aecepuble
(transport level) security mechanisms with end to end (message AES-192 Encryption and b2 APVt o Functons
N . AES-256 Encryption and |  Hash Function Use
level) security mechanisms. P —
== sallowed, except where
Digital s1 i specifically allowed by NIST
protocol-specific gudance.
. . SHA-1 Digital signature verification Legacy-use
= Some end to end security needs are considered mandatory (e.g. O —
. - N . N . N A 1Cal iﬂ'ﬂﬁ Au‘:pmhl:
message integrity and authenticity) and others (e.g. confidentiality) — L
optional because depending on the specific SWIM service. ey Accepbl ol s fncion pplctos
SHA-512/224 and
I_ ————————————————————— SHA-512/256)
I End-to-End Security Service E:gsxir;teoavire]rdﬁlgfle Plofile (s:i: 1 Faeniles Table 10: Approval Status of MAC Algorithms
(ground side) l 256,81 N §AC Algorithm U
) SE 80! i
l Service Endpoint Over Purple Profilf,,,,,,,E",‘I‘f:‘,“,f’?l',‘fi%%‘f[‘EY,,‘ I consume ' VA Gt Key lengths < 112 bits Disallowed
: (aircraft$ide) Technical Key lengths > 112 bits Acceptable
Technical System - Key lengths < 112 b L
System belonging to o ey lengths < 112 bits egacy-use
i belonging to g } Al ft Purple Profil GI'OU?]d %C TRAC Henfcton Kev lengths = 112 bit A tabl
ol Aircraft CC zi reraft Purple Frofile , ; ey lengths = 112 bits ceeptable
g | : § Messaging
% i * ' rf'urple Profile
1 I
e i Aircraft Server R e ‘ Technical
Service Ewdpszi;:fm c;ﬁisidrﬁié Systgm -
1 Ground Purple Profile belongmg to
I S Messaging ] Ground CC
I Point-toPoint T
I Point-toPoint Security I

End-to-End Security
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Overview of security controls concerning

information in transmission
PKils

=  Mostof (e.g. HMAC and symmetric encryption are also supported) the transport and message level
security mechanisms are based on asymmetric cryptography.

= X.509v3 certificates and private keys are managed via PKI. As part of the technical validation activities
protocols such as HTTP CDP and OCSP have been validated.

e andlor

Technical

Technical Technical Technical
System System
) ISyst_em rrrrr | o Systgm belonging to belonging to
LS | p=lonolnolig Aircraft CC d
Aircraft CC Ground CC

Ground CC

rvice Endpoint> to ice Endpoint> 1o

>

service v intOver Purple Profile
servi v oint Over Purple Profile i vica Binding>
rvice Binding> rdund side)
ide)

SWIM Access Point on the
ground Technical System side

X.509 Certificates Store:
CRLs store
Key store

SWIM Access Point on the
ground Technical System side

X509 Certificates Store
CRLs store. L
rrrrrrrrr - Key store.
Truststore

Truststore
LDAP COP HTTP CDP ocsp
internal Binding> <Internal Binding> <Internal Binding>
_Client. Client....... Client
« o
i b | & | 2
| c | £ | <
+ ] v g v ]
£ : £
8 8 <]
25 > >
HTTP COP rosememeeme e e s = 2 2
<internal Binding> <internal Binding> | sS85 3 § é
v B SE% 8 $ 8
- <internal Binding>; S5 23
o > »n O
gs
:‘é S X.509 Certificates Store X.509 Certificates Store X.509 Certificates Store
8< CRLs store CRLS store CRLs store
Key store Key store Key store
X.509 Certificates Store
CRLs store +
Key store H
t Root
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Certification |
X.509 certificate request, issue, X.509 certificate request, issue, Authority
renewal and installation process renewal and installation process

Reference technical architecture One possible deployment option (additional ones could be based on Bridge CA,
etc.)
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Feedback from technical

validation activities

Overall the validation activities successfully
demonstrated the technical feasibility of most of
the security controls concerning the "information
in motion" specified in the TS.

However, others security controls require further
design, specification and validation effort. In
particular requirements concerning security
policies (definition & enforcement), logging and
monitoring (reporting? SOC?), availability and
fault tolerance have not been prototyped and/or
validated.

Furthermore, even if not subject to technical
validation activities, overall SWIM security

OBJ-17.01-TRLA-TVALP-SECT 0OOL

To validate the TRLA matwrity of the "Security
of infonmation in mo tion™ security controls
spxlﬁed to protect oon‘uhmlaity ntg!tv

ry sub-

h

umauuisni. of

according to the *Aircraft initiated
Request/Response information exchangs" uze
|caze [PPUC-D13).

Partialhy validated by at least one
EXE

EXEL Coverage |

Partially Covered

Partidly Covered

EXE2 Cowerage d

EXE3 Coverage B

Partially Covered

C'BJ-17.01-TRLA-TVALP-SECC OD0Z

To validate the TRLA matwrity of the "Security
of infonmation in mo tion™ security controls
spxlﬁed to protect oolﬁhmlaity lmlt\!

ry sub-

uuuuuuuuuu
according to the “Ground-based system
| provided Publish/Subescribe information
|exchange™ 1se case [PPUC-2).

C'BJ-17.01-TRLA-TVALP-SECC 0003

Partialhy validated by at least one
EXE

Partially Covered

Partidly Covered

Partially Covered

To validste the TRLA maturity of the “Security
of infonmation in mo tion™ security controls
spxlﬁed to protect ooliuhmlaity lmlt\!

ry sub-

uuuuuuuuuu
according to the “Ground-based system
initiated Request/Response information
enchange" 1= caze [PPUC-083).

Partialhy validated by at least one
EXE

Partially Coversd

Fartially Coversd

Partially Covensd

C'BJ-17.01-TRLA-TVALP-SECC 00D

To validste the TRLA maturity of the “Security
of infonmation in mo tion™ security controls
spxlﬁed to protect ooliuhmlaity lmlt\!

ry sub-

umam:mk of

change” use

Partialhy validated by at least one
EXE

Partially Covered

Partidly Covered

Partially Covered

C'BJ-17.01-TRLA-TVALP-SECC ODDS

To validste the TRLA maturity of the “Security
of infonmation in mo tion® security controls
=pecified to protect ooliuhmlaity integrity,

governance needs & related SCs have to be better
formalized in collaboration with relevant ATM
solutions (and also with PJ.14 —network layer).
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EXE

authentici Partially validated byat keast one
_ B I"Lw ¥ by Partially Coversd Mot Covered Mot Covered
uuuuuuuuuu nge EXE
according to the "Aircraft 'llitiaed
Request/ Multi
[PRUC-C1b].
C'BJ-17.01-TRLA-TVALP-SECC D007 Tovidaheﬂ\eTRLd llﬂllll\!ofﬂﬂ
architec ing the
X502 certificates validation realized via one or wvalidated by at least one EXE Fully Covered Mot Covered Mot Covered
mare OCSP
C'BJ-17.01-TRLA-TVALP-SECC D003 Tovidaheﬂ\eTRLd llﬂllll\!ofﬂﬂ
architec ing the
CRLs updates redizd via one or more HITP wvalidated by at least one EXE Fully Covered Mot Covered Mot Covered
[CDPs.
(CBF17.01-TRLA-TVALP-SECCO01L [T validate the TRLA maturity of the lozging
|security controls.
e Partially Coversd Mot Covered Partially Coversd

OBJ-17 D1-TRLA-TVALP-5ECC 0012

To validate the TRLA matwrity of the
| monitoring security controts.

Fartially validated by atleast one
EXE

Partially Coversd

Fartially Coversd

Noit Covered
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Thank you very much
for your attention!
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